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DESCRIPTION 



NETWORK SYSTEM AND COMMUNICATION NODE 



TECHNICAL FIELD 

The present invention relates to a 
communication network, and more particularly to a 
method of controlling and managing a network system for 
transferring IP (Internet Protocol) packets and 
processing packet data. 

BACKGROUND ART 

As a router that is one component of the 
Internet communication infrastructure, there have been 
developed the conventional best-effort type packet 
transfer technology as well as a new QoS (Quality of 
Service) guaranteeing type packet transfer technology. 
The technology on design of the router is described in 
(A) IEEE Communications Magazine, May 1998, pp. 144- 
151, "Issues and Trends in Router Design" by S. Keshav 
et al . 



guaranteeing type packet transfer is described in (B) 
IEEE Communications Magazine, May 1998, pp. 152 to 163, 
"Beyond Best Effort: Router Architectures for the 
Differentiated Services of Tomorrow's Internet", by 
Vijay Kumar, et al., for example. Further, the 
technology on the Internet-related control software or 
protocol is described in (C) "TCP/IP illustrated," 



In particular, the technology on the QoS 



Vol.1 The protocols and Vol.2 Implementation, by 
Stevens, W.Richard, Addison Wesley, 1997, for example* 

On the other hand, as to the technology on 
control and management of an overall network system 
5 including a plurality of routers/switches, 

transmitters, a network managing device, and servers, 
in particular, the technology of making the network 
programmable, the related technology is described in 
(D) the feature story "Programmable Networks" of IEEE 
fT 10 Communications Magazine, October 1998. 

J? In the feature story, especially, these two 

*? articles describe the technology, that is, (E) pp. 42 

f'i ! 

p*5 to 53, "The Tempest: A Framework for Safe, Resource- 

Assured, Programmable Networks,' 7 by Sean Rooney, et al, 
^ 15 and (F) pp. 54 to 62, "Programmable Transport 

f!« Architecture with QoS Guarantees, " by J. Huard et al. 

y i 

M As the internet is becoming large in scale 

and prevailing, a new request has risen for setting a 
dynamically QoS-guaranteed communication path between 

20 one end and another one on the basis of the 

administration policy without through a plurality of 
administration managing organizations (network domains) 
or for providing a QoS-guaranteed video conference 
service on the Internet. 

25 Of the foregoing routers, there have been 

already provided a router having a function of 
performing bandwidth control, priority control and 
discard control for guaranteeing the QoS. However, no 
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means are not provided for some services, for example, 
setting the dynamically QoS-guaranteed communication 
path between the ends, more particularly, reserving the 
QoS-guaranteed communication path by specifying a 
5 timing or setting it up promptly. Moreover, no means 
are not provided for supplying the service of setting 
the QoS-guaranteed communication path over a plurality 
of managing organizations (domains) - 

Further, the foregoing router has a function 
10 of transferring packets but does not have a function of 
processing packet data. Hence, for example, the router 
disables to perform the coding rule conversion of 
moving picture data included in the packets. Moreover, 
the foregoing function of controlling and managing the 
15 network is intended to the control and management of 
the so-called communicating device such as a router or 
a switch. It means that the function is not intended 
to the fire wall function, the function of aiding in 
the video conference (mixing, coding rule conversion 
20 and so forth of the moving picture data) and the 

control and management of the devices. Hence, when a 
network provides the QoS-guaranteed video conference 
service, disadvantageously, the most appropriate 
resource management (reserving the QoS-guaranteed path 
25 and the function in aiding in the video conference, and 
so forth) . In addition, no means are not provided for 
supplying these new services quickly, that is, a 
programmable network on the basis of the administration 



policy. 



4 



f*% In carrying out the foregoing object, the 

*** present invention provides (1) a communication node 

characterized in including means of processing data and 
means of analyzing inputted packets and transferring 
20 the result to the data processing means. The present 
invention also provides (2) a network system 
characterized by including means of dynamically 
downloading a service-implementing function (software) 
to the communication nodes, the servers and so forth 
25 composing the network on the basis of the service 
request and the administration policy. 

The present invention also provides (3) a 



DISCLOSURE OF THE INVENTION 

It is an object of the present invention to 
provide (1) a router having means of processing data 
5 (referred to as a communication node), (2) means of 
making the network programmable for providing a new 
service quickly, (3) means of setting a dynamically 
QoS-guaranteed communication path between the ends on 
the basis of the administration policy, (4) means of 
10 allowing the communication path set by (3) to cover a 
plurality of managing organizations (domains), and (5) 
means of performing the most appropriate resource 
management (reserving the QoS-guaranteed path and the 
function in aiding in the video conference, and so 



U 15 forth) 



network system characterized in including means of pre- 
reserved-type resource management and means of on- 
demand-type resource management. More particularly, 
the present invention provides means of pre-reserved- 
5 type resource management and means of on-demand- type 
resource management for implementing the most 
appropriate resource management (reserving the QoS- 
guaranteed path and the function of aiding in the video 
conference, and so forth) in response to the service 
10 request for requesting different kinds of resources of 
the communication like the QoS-guaranteed video 
conference and the data processing. 

(4) The present invention also provides a 
network system characterized in including means of 

15 arbitrating the organizations for setting the QoS- 
guaranteed path over a plurality of managing 
organizations (domains) . 

(5) The present invention also provides a 
network system characterized in including means of 

20 managing a service in response to the service request 
for requesting different kinds of resources of the 
communications like the QoS-guaranteed video conference 
service and the data processing. 

BRIEF DESCRIPTION OF THE DRAWINGS 
25 Fig. 1 is a diagram showing a configuration 

of a network system to which the present invention 
applies ; 



Fig, 2 is a block diagram showing an 
arrangement of a communication node to which the 
present invention applies; 

Fig, 3 is a block diagram showing an 
arrangement of a transfer processing unit of the 
communication node to which the present invention 
applies; 

Fig, 4 is a block diagram showing an 
arrangement of a managing unit of the communication 
node to which the present invention applies; 

Fig, 5 is a block diagram showing an 
arrangement of a service processing unit of the 
communication node to which the present invention 
applies; 

Fig, 6 is a block diagram showing an 
arrangement of an external service processing unit of 
the communication node to which the present invention 
applies ; 

Fig. 7 is a block diagram showing an 
arrangement of an NMS, a control server, and an ES to 
which the present invention applies; 

Figs, 8A and 8B are views showing 
compositions of a packet to which the present invention 
applies; 

Fig. 9 is a view showing a composition of a 
tagged packet that passes the internal switch of the 
communication node to which the present invention 
applies; 



Fig. 10 is a block diagram showing an 
arrangement of an upward transfer control unit of the 
communication node to which the present invention 
applies; 

Fig. 11 is a block diagram showing an 
arrangement of a downward transfer control unit of the 
communication node to which the present invention 
applies; 

Fig. 12 is a view showing a composition of 
upward and downward pattern matching tables of the 
communication node to which the present invention 
applies; 

Fig. 13 is a view showing a composition of a 
path control table of the communication node to which 
the present invention applies; 

Fig. 14 is a view showing a composition of an 
address conversion table of the communication node to 
which the present invention applies; 

Fig. 15 is a flowchart showing a first 
processing sequence of the upward transfer control unit 
of the communication node to which the present 
invention applies; 

Fig. 16 is a flowchart showing a second 
processing sequence of the upward transfer control unit 
of the communication node to which the present 
invention applies ; 

Fig. 17 is a flowchart showing a third 
processing sequence of the upward transfer control unit 



of the communication node to which the present 
invention applies; 

Fig, 18 is a flowchart showing a first 
processing sequence of the downward transfer control 
5 unit of the communication node to which the present 
invent ion app lies; 

Fig. 19 is a flowchart showing a second 
processing sequence of the downward transfer control 
unit of the communication node to which the present 
q 10 invention applies; 

M Fig. 20 is a flowchart showing a third 

III processing sequence of the downward transfer control 

?5 unit of the communication node to which the present 

* ? invention applies; 

hf 15 Fig. 21 is a block diagram showing an 

\Z arrangement of software of a network system to which 

the present invention applies; 

Fig. 22 is a block diagram showing an 
arrangement of a function of administrating and 
2 0 managing the system to which the present invention 
applies; 

Fig. 23 is a view showing a composition of a 
UDB to which the present invention applies; 

Fig. 24 is a view showing a composition of a 
25 PDB to which the present invention applies; 

Fig. 25 is a view showing a composition of an 
SDB to which the present invention applies; 

Fig. 26 is a view showing a composition of a 
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CDB to which the present invention applies; 

Fig. 27 is a block diagram showing 
arrangements of a function of managing a service and a 
function of controlling a network; 
5 Fig. 28 is a block diagram showing an 

arrangement of a function of controlling the 
communication node to which the present invention 
applies; 

Fig. 29 is a block diagram showing an 
0 arrangement of a function of pre-reserved-type resource 
management to which the present invention applies; 

Fig. 30 is a block diagram showing an 
arrangement of a function of on-demand-type resource 
management to which the present invention applies; 
5 Fig. 31 is a block diagram showing an 

arrangement of a function of arbitrating organizations 
to which the present invention applies; and 

Fig. 32 is a view showing a processing 
sequence of the function of arbitrating organizations 
0 to which the present invention applies. 

BEST MODE OF CARRYING OUT THE INVENTION 

The first embodiment of the present invention 
will be described with reference to Figs. 1 to 32. 

Fig. 1 is a diagram showing a configuration 
15 of a network system to which the present invention 
applies. The present system includes a plurality of 
network domains 10. The network domain 10 has an NMS 



(Network Management System) 11, control services 12, 
communication nodes 13, ES's (End System) 14 served as 
a PC terminal or a server unit, control networks 16 
used for connecting the NMS 11, the control server 12 
and the communication node 13 with one another and 
controlling and managing the network located in the 
network domain 10, relay network lines 17 each for 
connecting the communication nodes 13 with each other, 
and access network lines 18, each of which is located 
between the communication. The number of the control 
server 12, the communication node 13 and the ES 14 may 
be plural. 

Between the network domains 10 is connected a 
line LI 6 for connecting the control networks 16 with 
each other and a line L13 for connecting the 
communication nodes 13 with each other. The control 
network 16, the relay network line 17, the access 
network line 18, the line LI 6, and the line LI 3 are 
LANs (Local Area Network) and WANs (Wide Area Network) 
such as IEEE802 CSMA/CD, ATM, and SONET/SDH. Each of 
them may be realized by the LAN switch, the ATM switch, 
an SONET/SDH transmitter and the line medium (metal 
cable, optical fiber, and so forth) . The components 
described above serve to perform the IP (Internet 
Protocol) -based communication. For example, each 
component has an IP address according to Ipv4 or Ipv6 
and serves to communicate IP packets with another 
component . 



[Description on the arrangement and operation of 
hardware] 

Fig. 2 shows an arrangement of the 
communication node 13 to which the present invention 
applies. The communication node 13 is arranged to have 
a managing unit 131, a service processing unit 132, a 
transfer processing unit 133, an internal switch 135, 
and an external service processing unit 134. The 
managing unit 131, the service processing unit 132, and 
the transfer processing unit 133 are connected to the 
internal switch 135 through an internal switch port 139 
and an internal switch path 136. The internal switch 
port 139 has a unique number (internal switch port 
number) assigned thereto. An inter-CPU communication 
path 137 is provided among the managing unit 131, the 
service processing unit 132, and the transfer 
processing unit 133. An inter-processing unit network 
line 138 is connected between the transfer processing 
unit 133 and the external service processing unit 134. 
The number of the service processing unit 132, the 
transfer processing unit 133, or the external service 
processing unit 134 may be plural. The internal switch 
135 may be implemented by a crossbar switch, for 
example . 

Fig. 3 is a block diagram showing an 
arrangement of the transfer processing unit 133 
included in the communication node. The transfer 
processing unit 133 is arranged to have an internal 
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switch interface demultiplexing / multiplexing unit 
1331, an upward transfer control unit 1334, an upward 
priority transfer control FIFO (First In First Out) 
1337, a receive buffer 1336, a network receive unit 
1333, a network interface separation demultiplexing / 
multiplexing unit 133H, a bridge unit 1335, a CPU 1339, 
a memory 133A, an inter-CPU communicating unit 1338, a 
CPU path 133B, a downward transfer control unit 133D, a 
transmit buffer 133E, a downward priority transfer 
control FIFO 133F, a network transmit unit 133G, an 
upward path 1332, and a downward path 133C. The 
network transmit unit 133G, the network receive unit 
1333, and the network interface separation 
demultiplexing / multiplexing unit 133H may be realized 
by the LSI' s for connecting the LAN" and the WAN such as 
IEEE802 CSMA/CD, ATM, and SONET/SDH. 

Fig. 4 is a block diagram showing an 
arrangement of the managing unit 131 included in the 
communication node. The managing , unit 131 is arranged 
to have a network interface 1311, an inter-CP 
communicating unit 1312, an internal switch interface 
1313, a file unit 1314, a CPU 1315, a memory 1316, and 
a CPU bus 1317 for connecting these components. 

The network interface 1311 may be realized by 
the LSI for connecting the LAN and WAN such as IEEE802 
CSMA/CD, ATM, and SONET/SDH. 

Fig. 5 is a block diagram showing an 
arrangement of the service processing unit 132 included 
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in the communication node. The service processing unit 
132 is arranged to have an inter-CPU communicating unit 
1321, an internal switch interface 1322, a file unit 
1323, a CPU 1324, a memory 1325, and a CPU bus 1326 for 
5 connecting these components. 

Fig. 6 is a block diagram showing an 
arrangement of the external service processing unit 134 
included in the communication node. The external 
service processing unit 134 is arranged to have a 

10 memory 1341, a network interface 1342, a file unit 
1343, a CPU 1344, and a CPU bus 1345 for connecting 
these components. The network interface 1342 may be 
realized by the LSI for connecting the LAN and the WAN 
such as IEEE8 02 CSMA/CD, ATM, or SONET/SDH. 

15 Fig. 7 is a block diagram showing an 

arrangement of the NMS 11, the control server 12, or 
the ES 14. As shown in Fig. 7, it is arranged to have 
a memory 111, a network interface unit 112, a file unit 
113, a CPU 114, an I/O unit 115, and a CPU bus 116 for 

20 connecting these components. The network interface 

unit 112 may be realized by the LSI for connecting the 
LAN and the WAN such as IEEE802 CSMA/CD, ATM, or 
SDNET/SDH. 

Figs. 8A and 8B show compositions of a packet 
25 to be used by the present system. The packet 19 to be 
transferred on the line is composed of a link layer 
header 191 that depends on the type of the LAN/ WAN and 
an IP packet 192 in which the packet data is stored. 
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The IP packet 192 stores an IP packet 20 according to 
the IP packet format, Ipv4 or Ipv6. The IP packet 20 
is composed of an IP header 201 and an IP data 202. 
The IP data 2 02 is composed of a header portion and a 
data portion that correspond with the more upward 
protocol and application (for example, TCP, RSVP, HTTP, 
MPEG), the details of which are left out. 

Fig. 9 shows a composition of a tagged packet 
that passes through the internal switch 135 included in 
the communication node. The tagged packet 21 is 
arranged to have an output port number 211, an input 
port number 212, an action indication 213, a priority 
indication 214, a re-processing indication 215, a 
physical address 217, and a packet content 216. The 
packet content 216 stores the IP packet 20. 

Fig. 10 is a block diagram showing an 
arrangement of the upward transfer control unit 1334 
included in the communication node. The upward 
transfer control unit 1334 is arranged to have an 
upward control engine 13341, an upward pattern matching 
table 13342, a path control table 13343, an interrupt 
register 13344, a receive buffer access register 13345, 
a processing request register 13346, a bridge interface 
13347, and an access control unit 13348. 

The upward control engine 13341 may be 
realized by a component like a sequence and provides a 
memory for storing micro instructions, a micro 
instruction processing unit, and an I/O unit for 



transferring data with the outside of the sequence, and 
so forth. 

The interrupt register 13344 is a circuit 
through which the upward control engine 13341 notifies 
5 the CPU 1339 of an interrupt request. The receive 

buffer access register 13345 is a circuit through which 
the CPU 1339 accesses the receive buffer 1336 and the 
upward priority transfer control FIFO 1337. The 
processing request register 13346 is a circuit through 
10 which the CPU 1339 notifies the upward control engine 
13341 of the processing request. The bridge interface 
13347 is a circuit through which inputted is the tagged 
packet 21 transferred from the downward transfer 
control unit 133D through the bridge unit 1335. The 
15 access control unit 13348 operates to connect the 

upward transfer control unit itself with the CPU bus 
133B. 

Fig. 11 is a block diagram showing an 
arrangement of the downward control unit 133D included 

20 in the communication node. The downward transfer 
control unit 133D is arranged to have a downward 
control engine 133D1, a downward pattern matching table 
133D2, an address conversion table 133D3, an interrupt 
register 133D4, a transmit buffer access register 

25 133D5, a processing request register 133D6, a bridge 

interface 133D7, and an access control unit 133D8. The 
downward control engine 133D1 may be realized by a 
component like a sequence and provides a memory for 
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storing micro instructions, a micro instruction 
processing unit, an I/O unit for transferring data with 
the outside of the sequence, and so forth. 

The interrupt register 133D4 is a circuit 
5 through which the upward control engine 133D1 notifies 
the CPU 1339 of the interrupt request. The transmit 
buffer access register 133D5 is a circuit through which 
the CPU 1339 access the transmit buffer 133E and the 
downward priority transfer control FIFO 133F. The 
10 processing request register 133D6 is a circuit through 
which the CPU 1339 notifies the downward control engine 
133D1 of the processing request. The bridge interface 
133D7 is an output circuit from which the tagged packet 
21 is transferred to the transfer control unit 1334 
15 through the bridge unit 1335. The access control unit 
133D8 is a connecting circuit with the CPU bus 133B. 

Fig. 12 shows a composition of the upward or 
the downward pattern matching table (13342 or 133D2) 
included in the communication node. The upward or the 
20 downward pattern matching table (13342 or 133D2) 

includes a plurality of entries 133425 composed of a 
mask column 133421, a match pattern column 133422, an 
action indication column 133423 and a priority 
indication column 133424. The upward or downward 
25 pattern matching table (13342 or 133D2) is a table on 
which the matched entries are retrieved from the packet 
content 216 of the packet 19 and the tagged packet 
inputted by the upward or the downward control engine 
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(13341 or 133D1) . 

In retrieval, at each unit of the entry 
133425, the value of the mask 133421 of the entry is 
ANDed with the head portion of the inputted packet 19 
5 or the packet content 216 and then is compared with the 
value of the match pattern 133422. If matched, the 
value of the action indication 133423 points to the 
entry 133427 of the action sequence table 133426, The 
value of the priority indication 133424 points to the 
10 upward or the downward priority transfer control FIFO 
(1337 or 133F) . At first, the action sequence table 
133426 will be described. The processing sequence to 
be executed by the upward or the downward control 
engine (13341 or 133D1) is filled in the entry 133427. 
15 The processing sequence may be a micro instruction or 
an identifier of the micro program. The upward or the 
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0 downward control engine {13341 or 133D1) operates to 



enter the processing sequence and perform the 
processing against the inputted packet 19 and the 

20 packet content of the tagged packet according to the 

processing sequence as will be discussed with reference 
to Figs. 15 to 20. 

Then, the description will be oriented to the 
upward or the downward priority transfer control FIFO 

25 (1337 or 133F) . The value of the priority indication 
133424 points to one of FIFO's ranged according to the 
transfer priority, included in the upward or the 
downward priority transfer control FIFO (1337 or 133F) . 
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In the embodiment shown in Fig, 12, the FIFO' s are 
ranged from the highest transfer priority FIFO (number: 
0) to the lowest transfer priority FIFO (number: N-l) . 
A transfer request entry 13371 of the packet 19 is 
registered in the FIFO. The upward or the downward 
control engine (13341 or 133D1) operates to select 
these FIFO's according to a specific rule (for example, 
a simple round-robin or weighted round-robin) and pick 
up the transfer request entry 13371 located at the 
head. Then, the control engine operates to pick up the 
packet 19 or the tagged packet 21 stored in the receive 
or the transmit buffer (1336 or 133E) pointed by the 
transfer request entry 13371 and then to transfer it. 

Fig. 13 shows a composition of the pass 
control table 13343 of the communication node. The 
pass control table 13343 is composed of a plurality of 
entries 13435 that are the columns of a mask 133431, an 
IP address 133432, a next hop IP address 133433, and an 
output destination transfer processing unit (internal 
switch port) address 133434. 

The pass control table 13343 is a table from 
which retrieved is the entry 133435 to be matched to 
the packet 19 inputted by the upward control engine 
13341. In retrieval, the value of the mask 133431 is 
ANDed with a destination IP address included in the IP 
header 201 of the inputted packet 19. Then, the ANDed 
value is compared with the value of the IP address 
133432. If matched, the values of the next hop IP 



address 133433 and the output destination transfer 
processing unit (internal switch port) address 133434 
can be obtained. The way of using these values is the 
same as that in the upward transfer processing of the 
general IP router and thus is known. Hence, the 
description thereabout is left out. 

Fig. 14 shows a composition of the address 
conversion table 133D3 of the communication node. The 
address conversion table 133D3 is composed of a 
plurality of entries 133D34 that are the columns of an 
IP address 133D3, a physical address 133D32, and a 
aging timer 133D33. The address conversion table 133D3 
is a table from which is retrieved the entry 133D34 to 
be matched to the IP packet 20 stored in the packet 
content 216 of the tagged packet 21 inputted by the 
downward control engine 133D1. In retrieval, the 
destination IP address included in the IP header 201 of 
the IP packet 20 is compared with the value of the IP 
address 133D31. If matched, the value of the physical 
address 133D32 is stored in the physical address 217 of 
the tagged packet. The process performed using the 
address conversion table is the same as the downward 
process of the general IP router and thus is known. 
Hence, the description thereabout is left out. 

The values of the pass control table 13343 
and the address conversion table 133D3 as described 
above can be obtained by executing a pass control 
protocol like the so-called OSPF (Open Shortest Path 
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First) and a protocol control software like an ARP 
(Address Resolution Protocol) . The method of 
realization is known and thus the description 
thereabout is left out, 
5 Later, the description will be oriented to 

the packet transfer function to be QoS-guaranteed 
included in the communication node 13 with reference to 
Figs. 15 to 20. The packet 19 received from the line 

17, 18, 138 or L13 to the communication node is 
10 temporarily stored in the receive buffer 1336 through 

the network receive unit 1333. This storage is carried 
out in the entry sequence. Further, the packet 19 
&\ transmitted from the communication node to the line 17, 

18, 138 or L13 is transmitted from the transmit buffer 
15 133E through the network transmit unit 133G. At first/ 

the description will be oriented to the operation in 
the upward path 1332 (packet-receiving) direction. 

Fig. 15 shows the process of the first 
processing sequence of the upward transfer 1334 
20 included in the communication node. This process is 
executed by the upward control engine 13341, In step 
S201, the next packet 19 is picked out of the receive 
buffer. Then, in step S202, the pattern matching is 
executed using the upward pattern match table 13342. 
25 If no entry 133425 is matched, in step S204, the packet 
19 is deleted from the receive buffer and then the 
process is returned to the start. 

If an entry 133425 is matched, in step S205, 



m 

CSS 
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the values of the action indication 133423 and the 
priority indication 133424 associated with the matched 
entry are stored in the action indication 213 and the 
priority indication 214 of the tagged packet 21. At a 
5 time, the processing sequence of the corresponding 
entry 133427 in the action sequence table 133426 is 
picked out. According to this processing sequence, 
until the "end" is detected in step S206, the process 
in step S207 and later is executed. Hereafter, each 
10 process included in the processing sequence is referred 
to as "an instruction". 

In step S20F, it is determined if the 
instruction is "transfer to the service processing 
unit". If yes, in step S20G, an immediate value 
15 (corresponding to #03 of MVI#03, for example) of the 
"transfer to the service processing unit) is stored in 
an outlet port number 211 of the tagged packet 21. At 
a time, the number of the transfer processing unit 
(port) itself is stored in an inlet port number 212. 
20 The restart indication 215 stores "off". The packet 
content 216 stores the IP packet 192 of the packet. 
The transfer request entry 13371 having a pointer to 
this tagged packet 21 is registered in the upward 
priority transfer control FIFO 1337 indicated by the 
25 priority indication 133424 obtained in the step S203. 
In step S207, if the instruction is "occurrence of a 
CPU interrupt", the process of the packet is entrusted 
to the CPU 1339 through the interrupt register 13344 
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and then the process is returned to the start. 

The processes of the steps S202, S203, S207 
and S208 make it possible for the CPU 1339 to perform 
any data processing with respect to a specific packet. 
5 If in step S209 the instruction is "discard the 

packet"/ in step S20A, the packet is deleted from the 
receive buffer and then the process is returned to the 
start. The processes of the steps S202, S203, S209 and 
S20A are the implementation of the so-called Vpacket 
10 filtering" function. 

Then, in step S20B, the process is executed 
to retrieve an entry 133435 to be matched by using the 
path control table 13343. If no proper entry is found, 
in step S20D, the packet is deleted from the receive 
15 buffer, and then the process is returned to the start. 
If any proper entry is found, in step S20E, the value 
of the output destination transfer processing unit 
133434 is stored in the outlet port number 211 of the 
tagged packet 21. The inlet port number 212 stores the 
20 number of the transfer processing unit (port) itself. 
The restart indication 215 stores "off". The packet 
content 216 stores the IP packet 192 of the packet. 
The transfer request entry 13371 having a pointer to 
this tagged packet 21 is registered in the upward 
25 priority transfer control FIFO 1337 indicated by the 
priority indication 13342 obtained in the step S203. 

Fig. 16 shows the process of- the second 
processing sequence of the upward transfer 1334 
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included in the communication node* This process is 
executed by the upward control engine 13341. In step 
S211/- the K-th FIFO is selected from N FIFO's of the 
upward priority transfer control FIFO 1337 according to 
5 the pulling algorithm (for example, a simple round- 
robin or weighted round-robin) . If it is determined if 
the FIFO is empty in step S212, if it is empty, the 
process is returned to the step S212. 

If requested, in step S213, the process is 
10 executed to transmit the tagged packet 21 pointed by 

the transfer request entry 13371 to the internal switch 
135 through the internal switch path 136. After the 
completion of transmission, the tagged packet is 
deleted from the receive buffer 1336. Afterwards, the 
15 process is returned to the step S211. The processes of 
the steps S202, S205, S20B, S20E, S211 and S213 make it 
possible to detect a specific IP packet flow and 
thereby realize a specific communication quality like 
the bandwidth guarantee against the detected IP packet 
20 flow. 

Fig. 17 shows a process of the third 
processing sequence of the upward transfer 1334 
included in the communication node. This process is 
executed by the upward control engine 13341. In step 
25 S221, the upward control engine 13341 monitors the 

process request register 13346 and the bridge interface 
13347 and then picks up a request for transmitting a 
packet from the CPU 1339 and a request for transmitting 



a packet from the downward transfer control unit 133D 
through the bridge 1335. In step S222, it is 
determined if the request exists. If no, the upward 
control engine subsequently monitors the bridge 
5 interface in the step S221. If yes, the process is 
executed to enter the packet through the process 
request register 13346 or the bridge interface 133471 
and then store it in the receive buffer 1336 in the 
format of the tagged packet 21. 
O 10 In step S223, the process is executed to 

y;j retrieve an entry 133435 to be matched by using the 

% path control table 13343. If no proper entry is found, 

r\ in step S225, the packet is deleted from the receive 

**■ buffer, and then the process is returned to the start. 

m 

f ? 15 If any proper entry is found, in step S226, the value 

h?' of the output destination transfer processing unit 

111 . 

jB 133434 is stored in the outlet port number 211 of the 

S-7S 

tagged packet 21. At a time, the inlet port number 212 
stores the number of the transfer processing unit 

20 (port) itself. The restart indication 215 stores 

"off". The packet content 216 stores the IP packet 192 
of the packet. The transfer request entry 13371 having 
a point to the tagged packet 21 is registered in the 
upward priority transfer control FIFO 1337 indicated by 

25 the priority indication 133424 obtained in the step 
S227. 

As described above, the first to the third 
processing sequences indicated in Figs. 15 to 17 are 



executed in parallel by the upward control engine 
13341. 

In turn, the description will be oriented to 
the processes of the first to the third processing 
sequences of the downward transfer control unit 133D 
included in the communication node with reference to 
Figs. 18 to 20. 

Fig. 18 shows the process of the first 
processing sequence of the downward transfer 133D 
included in the communication node. This process is 
executed by the downward control engine 133D1. In step 
S231, the next tagged packet 21 is picked out of the 
transmit buffer. Then, in step S232, it is determined 
if the value of the re-processing indication 215 of the 
tagged packet is "on". If it is "on", in step S233, 
the tagged packet is transferred to the upward transfer 
control unit 1334 through the bridge 1335. At a time, 
the tagged packet is deleted from the transmit buffer 
133E and then the process is returned to the start. 
This results in executing the processes of the steps 
S221, S222, S223 and S224 in Fig. 17. 

If in the step S232 it is determined that the 
value is "off", in step S234, the pattern matching is 
carried out by using the downward pattern match table 
133D2. If no proper entry 133425 is matched, in step 
S236, the tagged packet 21 is deleted from the transmit 
buffer, and then the process is returned to the start. 

If any proper entry is matched, in step S237, 



the values of the action indication 133423 and the 
priority indication 133424 of the entry are stored in 
the action indication 213 and the priority indication 
214 of the tagged packet 21. At a time, the process is 
5 executed to pick up the processing sequence of the 

corresponding entry 133427 of the action sequence table 
133426. According to this processing sequence, until 
the "end" is detected in step S238, the process of step 
S239 or later is executed. Hereafter, each process of 

10 the processing sequence is referred to as "an 
instruction". 

In the step S239, if the instruction is 
"occurrence of a CPU interrupt", in step S23A, the 
process of the packet is entrusted to the CPU 1339 

15 through the interrupt register 133D4, and then the 

process is returned to the start. The processes of the 
steps S234, S235, S237, S238, S239 and S23A make it 
possible for the CPU 1339 to perform any data 
processing with respect to a specific packet flowing in 

20 the downward direction. If in step S23B the 

instruction is "discard the packet", in step S23C, the 
tagged packet is deleted from the transmit buffer, and 
then the process is returned to the start. The 
processes of the steps S234, S235, S23B and S23C are an 

25 implementation of the so-called downward "packet 
filtering" function. 

Then, in step S23D, the process is executed 
to retrieve an entry 133D34 to be matched by using the 
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address conversion table 133D3. If in step S23E no 
proper entry is found, in step S23F, the tagged packet 
is deleted from the transmit buffer, and then the 
process is returned to the start. If any proper entry 
is found, in step S23G, the value of the physical 
address 133D32 is stored in the physical address 217 of 
the tagged packet 21. The packet content 216 stores 
the IP packet 192. The transfer request entry 133371 
having a pointer to this tagged packet 21 is registered 
in the downward priority transfer control FIFO 133F 
indicated by the priority indication 214. 

Fig. 19 shows the process of the second 
processing sequence of the downward transfer control 
unit 133D included in the communication node. This 
process is executed by the downward control engine 
133D1. In step S241, the process is executed to select 
the K-th FIFO from N FIFO's of the downward priority 
transfer control FIFO 133F according to the pulling 
algorithm {for example, a simple round- robin or 
weighted round-robin) and then pick up the transfer 
request entry 13371 from the selected FIFO. In step 
S242 it is determined if the FIFO is empty. If it is 
empty, the process is returned to the step S241. If it 
is not empty, in step S244, the packet 19 to be 
transmitted is created. The creation is executed so 
that the value of the physical address 217 of the 
tagged packet 21 pointed by the transfer request entry 
13371 is stored in the destination physical address of 



the link layer header 191 of the packet 19. The source 
physical address stores the physical address of itself* 
The IP packet 192 stores the content (IP packet 20) of 
the packet content 216 of the tagged packet 21. 
5 In step S245, the process is executed to 

transmit the packet to the line 17, 18, 138 or L13 
through the network transmit unit 133G and, upon 
completion of the transmission, delete the tagged 
packet from the transmit buffer. Afterwards, the 

10 process is returned to the step S241. Like the upward 
case, the foregoing process makes it possible to detect 
a specific IP packet flow in the downward case and 
thereby realize the specific communication quality like 
the bandwidth guarantee against the detected IP 

15 packets. 

Fig. 20 shows the process of the third 
processing sequence of the downward transfer control 
unit 133D included in the communication node. This 
process is executed by the downward control engine 

20 133D1. In step S251, the downward control engine 133D1 
operates to monitor the processing request register 
133D6 and pick up the request for transmitting a packet 
from the CPU 1339. In step S252, it is determined if 
the request exists. If no, the downward control engine 

25 subsequently monitors the register 133D6 in the step 
S251. If yes, in step S253, the request is stored in 
the transmit buffer 133E in the format of the tagged 
packet 21. Further, the entry 133D34 to be matched is 



29 

retrieved by using the address conversion table 133D3. 

If in step S254 no entry is found, in step 
S256,- the tagged packet is deleted from the transmit 
buffer, and then the process is returned to the start. 
5 If in the step S254 any entry is found, in step S255, 
the value of the physical address 133D32 is stored in 
the physical address of the tagged packet 21. At this 
time, the outlet port number 211 of the tagged packet 
21 is not updated because the value has been already 
10 stored in the outlet port number 211. The inlet port 
number 212 stores the number of the transfer processing 
unit (port) itself. The restart indication 215 is not 
updated because the value has been already stored 
therein. The packet content 216 stores the IP packet 
15 192. In step S257, the transfer request entry 13371 

having a pointer to this tagged packet 21 is registered 
in the downward priority transfer control FIFO 133F 
indicated by the priority indication 214. 

In the step S254, the transfer request entry 
20 13371 having a pointer to this tagged packet 21 is 
registered in the downward priority transfer control 
FIFO with the corresponding priority by using the value 
indicated in the priority indication 214 of the tagged 
packet 21. 

25 The first to the third processing sequences 

indicated in Figs. 18 to 20 are executed in parallel by 
the downward control engine 133D1. 
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[Description on the embodiment of the software 
function] 

Fig, 21 shows one configuration of the 
network system software, 
5 The present system includes a plurality of 

management domain function 50. One management domain 
function 50 is arranged to have a system administration 
managing function 51, a service managing function 52, a 
network control function 53, an ES application function 
10 54, and a communication node control function 55. The 
connecting relation among these functions, that is, the 
relation of transferring information among these 
functions is indicated by an arrow-headed line of Fig. 
21. The connection between a plurality of management 
15 domain functions 50 is realized by a connection with 
the network control function 53 and a connection 68 
with the communication node control function 55 as 
illustrated in Fig. 21. In general, it is obvious that 
four or more management domain functions may be 
20 connected in a mesh-like manner. 

In correspondence with the configuration of 
Fig. 1, the system administration managing function 51 
is executed on the NMS 11, the ES application function 
54 is executed on the ES 14, the service managing 
25 function 52 and the network control function 53 are 
executed on the control server 12, and the 
communication node control function 55 is executed on 
the communication node 13. The service managing 
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function 52 and the network control function 53 may be 
executed on one or more control servers 12, Then, the 
description will be oriented to how the arrow-headed 
lines for indicating the transfer of information may 
5 correspond with those of Fig. 1. A numeral 56 denotes 
an arrow-headed line that indicates transfer of 
information between the ES 14 and the NMS 11 through 
the access network line 18, the communication node 13, 
the control network line 15, and the control network 
10 16. 

Likewise, 57 and 58 denote an arrow-headed 
line that indicates transfer of information between the 
ES 14 and the control server 12 through the access 
network line 18, the communication node 13, the control 

15 network line 15, and the control network 16. 60 

denotes an arrow-headed line that indicates transfer of 
information between the NMS 11 and the control server 
12 through the control network line 15 and the control 
network 16. 61 denotes an arrow-headed line that 

20 indicates transfer of information between the NMS 11 
and the communication node 13 through the control 
network line 15 and the control network 16. 62 denotes 
an arrow-headed line that may indicate transfer of 
information between the control servers 12 through the 

25 control network line 15 and the control network 16. 63 
denotes an arrow-headed line that indicates transfer of 
information between the control server 12 and the 
communication node 13 through the control network line 
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15 and the control network 16. 64 denotes an arrow- 
headed line that indicates transfer of information 
between the control servers 12 through LI 6. 

Fig. 22 shows an arrangement of the system 
administration managing function 51. The system 
administration managing function 51 is arranged to have 
a system administration management control function 
511, a UDB (User-information Database) function 512, 
UDB 518, a PDB (Policy Database) function 513, a PDB 
519, an SDB (Software Database) function 514, SDB51A, 
CDB (Configuration Database) function 515, a CDB 51B, a 
line managing function 516, a communication node 
managing function 517, and a current & future resource 
information managing function 51C. The line managing 
function 516 realizes the lines 17, 18 and the like* 
For example, the line managing function 516 is 
connected to the LAN (Local Area Network) and the WAN 
(Wide Area Network) like IEEE8 02 CSMA/CD, ATM, and 
SONET/SDH, that is, the control function of the LAN 
switch, the ATM switch and the SONET/ SDH transmitter by 
the line 69. The line managing function operates to 
perform the layout of lines, setting of a bandwidth, 
administration (start, end), and collection of 
statistical information in association with the control 
function. 

Fig. 23 shows a composition of the UDB 518. 
The UDB 518 is composed to have a user ID 5181, an IP 
address 5182 of the user, qualification information 
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5183 of the user, and an affiliation group 5184 of the 
user etc. 

Fig. 24 shows a composition of the PDB 519. 
The PDB 519 is composed to have a policy ID 5191, a 
condition 519, an action indication 5193, and a policy 
class 5194. 

Fig. 25 shows a composition of the SDB 51A. 
The SDB 51A is composed to have a program ID 51A1, a 
required CPU performance 51A, a required memory amount 
51A3, and a function description 51A4 etc. 

Fig. 2 6 shows a composition of CDB 51B. It 
is displayed and described in the table-definition 
format of the program language. 

Fig. 27 shows the arrangements of the service 
managing function 52 and the network control function 
53. The service managing function 52 is arranged to 
have a basic software function 522, a service request 
distributing function 521, and a service managing 
function 523 located in correspondence with the service 
(illustrated as the service managing functions of A, B 
and C in Fig. 27) . Then, the network control function 
53 is arranged to have a reserved system resource 
managing function 531, a prompt system resource 
managing function 532, a resource report receiving 
function 533, a resource indication transmitting 
function 534, an inter-organization arbitrating 
function 535, and a basic software function 536. 

The service request distributing function 521 



operates to accept a service request, for example, a 
request for opening up a video conference, from the ES 
application function 54 through the line 57, separate 
the request according to the requested service type, 
and then transfer any one of the plurality of service 
managing functions 523, for example, the service 
managing function 523 corresponding to the video 
conference service managing function. The service 
managing function 523 operates to determine the network 
resource required for providing the service, for 
example, in the case of the video conference, the 
network resource composed of "a set of QoS-guaranteed 
paths" and w a mixing function of the moving picture" 
for connecting three ES's 14 corresponding to the 
participants X, Y and Z and the data processing 
function of mixing the moving picture from these three 
spots into one moving picture, and to give a request 
for the network resource to the reserved system 
resource managing function 531 and the prompt system 
resource managing function 532. 

Herein, as described above, the network 
resource may be a QoS-guaranteed communication path 
between the ES's 14 or a data processing function to be 
operated on the communication node 55, that is, a Web 
caching proxy function, a video conference coding rule 
conversion function, a mixing function of N pieces of 
moving picture stream information, or a combination of 
the QoS-guaranteed communication path and the data 



processing function* 

The reserved system resource managing 
function 531 and the prompt system resource managing 
function 532 are associated with the system 
5 administration managing function 51 and the inter- 
organization arbitrating function so that they can 
reservedly or promptly obtain the network resource and 
convert it into the resource indication information to 
be sent to the communication node 13. The resource 

10 indication transmitting function 534 determines the 
target communication node 13 to which the resource 
indication information is to be transmitted and then 
transmits it to one or more proper communication node 
control functions 55. Each communication node control 

15 function 55 replies back the resource report 

information. The resource report receiving function 
533 receives it and then determines the type of the 
resource report information and notifies the system 
administration managing function 51, the reserved 

20 system resource managing function 531 and the prompt 

system resource managing function 532 of the determined 
result . 

The inter-organization arbitrating function 
535 operates to negotiate with the inter-organization 
25 arbitrating function 535 belonging to another 

management domain function 50 for the purpose of 
obtaining the necessary network resource. The basic 
software functions (522 and 536) are served as the 



receiving side when the software or the control 
information are dynamically downloaded by a software 
download function 5343 shown in Fig. 29 (to be 
discussed below) . These basic software functions 
provide the execution environments of the so-called 
mobile codes such as reception, process generation, 
start, management of access to local resource (data) . 
In the present patent application, all the basic 
software functions have the same function as one 
another. This makes it possible to dynamically 
download the service management function 523 and the 
communication node control function 55 inside of the 
communication node 13 and start up them, which leads to 
implementing a programmable network. 

Fig. 28 shows an arrangement of the 
communication node control function 55. The 
communication node control function 55 is roughly 
separated into the function groups indicated by 
numerals 551, 552 and 553. The number of the function 
group 552 or 553 may be plural. In correspondence with 
the arrangement of Fig. 2, the function group 551 is 
executed on the management unit 131, the function group 
552 is executed on the transfer processing unit 133, 
and the function group 553 is executed on the service 
processing unit 132 or the external service processing 
unit 134. 

The description of the function group 551: 
The group 551 is made up of a basic software function 
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5511, a communication management information relaying 
function 5512, a resource report relaying function 
5513, and a resource indication relaying function 5514. 

The description of the function group 552: 
The group 552 is made up of a basic software function 
5521, a resource report executing function 5522, a 
resource indication executing function 5523, and a data 
processing function 5525. 

The description of the function group 553: 
The group 553 is made up of a basic software function 
5531, a data processing function 5532, and a data 
processing request distributing function 5533. 

Fig. 29 shows an arrangement of the reserved 
system resource managing function 531. The reserved 
system resource managing function 531 is made up of an 
availability determining function 5311, a domain border 
determining function 5312, a reserved system resource 
reserving function 5313, a reserved resource 
registering function 5314, and an SRDB (Scheduled 
Resource Database) 5315 to be accessed by the function 
5314. 

Then, the resource indication transmit 
function 534 is made up of a reserved resource 
dispatching function 5341, a prompt resource 
dispatching function 5342, a software downloading 
function 5343, and a communication node distributing 
function 5344. 



[Packet transfer function and data processing function 
of the communication node] 

On the assumption of the foregoing 
description, the description will be oriented to the 
5 QoS-guaranteed packet transfer function and the data 
processing function of the communication node 13 with 
reference to Figs. 2 and 28 as an onset. 
(1) QoS-guaranteed packet transfer function 

It is obvious from the description about 
m 10 Figs. 2 to 20 that the communication node 13 performs 

?ii the packet transfer with a certain bandwidth guaranteed 

u 

of, for example, the packet group carrying the moving 
picture of the video conference (referred to as a 
3 M moving picture packet flow) transmitted from the ES 

15 application function 54. That is, the packet 19 
f!j belonging to the moving picture packet flow includes a 

CI different packet header pattern from another packet 

flow. This pattern can be identified by having an 
entry 133425 registered therein, that is, having the 
20 mast and matching pattern set thereto. Further, the 
priority transfer of the packet for guaranteeing the 
data processing and the communication bandwidth against 
the packet through the effect of the CPU 1339 is made 
possible by setting the action indication and the 
25 priority indication. The registration of the entry can 
be realized by enabling the resource indication 
executing function 5523 to set the entry to the 
hardware 5524 (concretely, the upward or the downward 



pattern matching table) . 

As described above, the inputted moving 
picture packet, for example, is outputted from the 
transfer processing unit 133 through the transfer 
5 processing unit 133 and the internal switch 135. The 
QoS-guaranteed packet transfer can be realized by the 
transfer processing unit 133. In association with the 
arrangement of Fig. 28, the inputted packet from the 
line 66 or 67 passes through the data processing 
p 10 request distributing function 5526 (that is realized by 

l| the upward and the downward transfer control units) on 

l ' ;: 

lf« the path indicated by L5528 and then is outputted. 

ik i 

W 

(2) Data processing function of packet 

pi 

In addition to the function of the above- 

fjj 15 mentioned item (1), the CPU 1339 performs the upward or 

U'\ 

*;* downward data processing with respect to the packet 

belonging to the specific packet flow. For this 
processing, it is necessary to register an instruction 
for requesting the CPU interrupt in the entry 133427 of 

20 the corresponding action sequence table 133426. As a 
result, the data processing request distributing 
function 552 6 (that is realized by the upward and the 
downward transfer control unit) notifies the data 
processing function 5523 on the CPU 1339 of the 

25 interrupt. Hence, the data processing function 5523 
operates to enter the packet, analyze the header and 
the data content of the packet, and execute the 
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necessary data processing function (illustrated as an A 
function, a B function, and a C function in Fig. 28) 
for the purpose of executing the data processing of the 
packet. 

The data processing function includes a 
coding rule conversion process of the moving picture 
information included in the packet, a packet discarding 
process (that is the so-called packet filtering or 
fire-wall function) , and so forth. Upon completion of 
execution, if necessary, the packet is returned to the 
data processing request distributing function 5526, 
that is, the so-called upward and downward transfer 
control units. Like the description of the item (1), 
the QoS-guaranteed packet transfer is realized and the 
data-processed packet is outputted from the transfer 
processing unit 133 to the line 17 or 18. 

(3) Data processing function in the service processing 
unit 

This function is the same as the function (2) 
except that the data processing of the packet is 
carried out in the service processing unit 132. In 
order to transfer a specific IP packet to the service 
processing unit 132 from the transfer processing unit 
133, it is necessary to register the entry 133425 of 
the upward pattern matching table 13342 and set such a 
value as allowing the mask or the match pattern to 
detect the IP packet* Further, it is also necessary to 



register the following "instructions" to the processing 
sequence of the entry 1333427 of the action sequence 
table 133426 pointed by the action indication: 

(1) "transfer to service processing unit" 

(2) "end" 

When this sequence is executed in the process 
shown in Fig. 15, the IP packet is transferred to the 
specific service processing unit 132. The service 
processing unit enables to perform any data processing 
with respect to the IP packet stored in the packet 
content of the tagged packet 21 . In association with 
the arrangement of Fig. 28, the data processing 
software run on the service processing unit 132 
corresponds to the unit 553. The data processing 
request distributing process 5533 and the data 
processing function 5532 perform the data processing 
with respect to the IP packet. 

Upon completion of the execution, the value 
of the outlet port number 211 of the tagged packet 21 
is replaced with the value of the inlet port number 212 
and the value of the re-processing indication 215 is 
set on. Then, the request for transfer is issued to 
the internal switch interface 1332. Then, the tagged 
packet 21 is received by the transfer processing unit 
133, (which is in actual the transfer source of the 
tagged packet) specified by the outlet port number 211. 
As described in the description on the operation of the 
downward transfer control unit 133D, since the re- 
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processing indication is set "on", the tagged packet is 
transferred to the upward transfer control unit 1334. 
The processes of Figs. 17 and 15 are executed to 
perform the upward transfer process again. 

(4) IP packet processing and transfer of IP packet to 
control network by managing unit 

In the function (3), when the transfer 
destination is specified to the (number of the internal 
switch port 139) of the managing unit 131, the tagged 
packet is transferred to the managing unit 131. It is 
obvious that the software of the managing unit, for 
example, the functional software indicated by 551 
enables to perform any processing against the tagged 
packet. Further, it is possible to easily analogize 
the transfer of the processed or unprocessed IP packet 
in the tagged packet to the system administration 
managing function 51, the service managing function 52 
and the network control function 53 through the control 
network 16. Conversely, it is also possible to easily 
analogize the storage of the IP packet received from 
the system administration managing function 51, the 
service managing function 52 and the network control 
function 53 in the tagged packet and the transfer of 
that tagged packet to the managing unit 131 and the 
service processing unit 132. 
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(5) Data processing in the external service processing 
unit 134 

The external service processing unit 134 
disables to directly transmit and receive the tagged 
5 packet. Hence, the upward transfer processing unit 

1334 brings about a processing request ("interrupt") to 
the CPU 1339 with respect to the target IP packet. 
Then, the software program run on the CPU 1339 operates 
to create the data packet corresponding to the tagged 
10 packet 21 and then encapsulate the data (IP in IP) . 

Then, the destination IP address and the transmission 
source IP address are transferred to the transfer 
processing unit of the downward direction with the IP 
addresses of the external service processing unit 134 
15 and the automatic transfer processing unit 133 of the 
transfer destination being set. This results in 
allowing the data packet to be transferred to the 
external service processing unit 134. The data 
processing against the encapsulated packet in the 
20 external service processing unit is likewise to the 
foregoing function (2) . When the data packet is 
returned from the external service processing unit to 
the transfer processing unit 133 of the transmission 
source, like the function (2), it is merely necessary 
25 to create the IP in IP packet with the IP addresses of 
the destination and the source replaced with each other 
and then transmit it. 

The foregoing description makes it possible 



to realize the communication node that provides the 
packet transfer function to be QoS-guaranteed as well 
as the packet data processing function. 

[Dynamic downloading function] 

Inside the communication node 133, the 
foregoing packet transfer and data processing function 
and the basic software functions 5511, 5531 and 5521 of 
Fig. 28 are served to freely transfer and download any 
program and data like control information. 

[Description on the embodiment of reserving and setting 
QoS-guaranteed path] 

In the following, the description will be 
oriented to how the QoS-guaranteed path setting is 
reserved and how the QoS-guaranteed path is set on a 
start time and released on an end time. 

In the reserved system resource managing 
function 531, the availability determining function 
5311 operates to accept the request for reserving the 
network resource from the communication node control 
function 55, the ES application function 54 and the 
service managing function 52 through the lines 58, 63 
and 62A and determine if the request source can issue 
the request on the basis of the qualification 
information of the request source (user) and the 
reserve accepting policy information obtained by 
accessing the USB 518 and the PDB 519. Herein, the 
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request for reserving the network resource is, for 
example, a request in which "between the ES 14 (noted 
as X) and the ES 14 (noted as Y) , a bandwidth (Z) is 
secured between a start time (V) and an end time (W) . 
5 The secured bandwidth is applied to the IP packet flow 
(F)." 

Next, the domain border determining function 
5312 operates to determine whether or not the network 
resource belonging to another domain exists in the 
3 10 requested network resource on the basis of the in* 

domain/ inter-domain network component information sent 
from the current & future resource information managing 
function 51C. If yes, the function 5312 requests the 
inter-organization arbitrating function 535 to reserve 
15 the inter-domain network resource. For example, this 
is the case in which "between the ES 14 (noted as X) 
and the ES 14 (noted as Y) , (Y) belongs to another 
network domain". 

Then, (A) the reserved system resource 
20 reserving function 5313 operates to break the request 
for reserving the network resource into a set of 
"network resource elements" and then convert it into a 
request for reserving each "network resource element" 
on the basis of the in-domain network component 
25 information from the current & future resource 
information managing function 51C. The "network 
resource element" will be described later. 

(B) The reserved system resource reserving 
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function 5313 operates to enter the reserving 
information of the corresponding network resource 
element of the SRDB (Scheduled Resources DB) 5315, make 
access to the communication UDB 518 and PDB 519 of the 
5 network resource 5131, enter the qualification 
information of the request source (user) and the 
network resource allocating & reserving policy 
information, and determine whether or not the network 
resource element may be reserved (for example, whether 
10 or not the requested bandwidth amount can be secured in 
a requested time interval as to one line leading from 
the requested communication node to the next 
communication node) on the basis of these pieces of 
information. 

15 (C) If not reserved, the function 5313 

operates to enter the network resource element to be 
replaced from the SRDB 5315 and then perform the 
operation described in item (B) . 

(D) If it is determined that all the "network 

20 resource elements" composing the request for reserving 
the network resource can be reserved, it means that the 
reservation is successful. Hence, the reserved 
resource registering function 5314 operates to reserve 
with respect to the SRDB 5315 the information 

25 corresponding to all the "network resource elements" 

(including the number of the communication node 13, the 
number of the transfer processing unit 133, the start 
time (V), the end time (W) , the bandwidth (Z), the IP 



packet flow (F) qualification information, and so 
forth) and then to complete the reserving process. 
Herein, the network resource element will be described. 
For example, the "network resource" corresponds to the 
5 "end to end QoS-guaranteed path setting". The "network 
resource element" corresponds to the "QoS-guaranteed 
hop (QoS-guaranteed path portion of one line leading 
from the communication node to the next one)". 

The reserved resource dispatch function 5341 

10 operates to make access to the SRDB 5315, enter the 
corresponding information to the network resource 
element reaching the start time, and then request the 
communication node distributing function 5344 to 
transmit the information to the corresponding 

15 communication node control function 55. The software 
downloading function 5343 will be discussed below. The 
communication node distributing function 5344 operates 
to transmit the indication information required to set 
the QoS-guaranteed path to the resource indication 

20 relaying function 5514 of the communication node 
control function in response to that request. 
Likewise, the reserved source dispatch function 5341 
operates to make access to the SRDB 5315, enter the 
corresponding information to the network resource 

25 element reaching the end time, delete the information 
for releasing the network resource element, and request 
the communication node distributing function 5344 to 
transmit the information to the corresponding 
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communication node control function 55. 

The communication node distributing function 
5344 operates to transmit the indication information 
required for releasing the QoS-guaranteed path to the 
5 resource indication relaying function 5514 of the 
communication node control function. The resource 
indication relaying function 5514 of the communication 
node control function operates to notify the resource 
indication executing function 5523 of the indication 
10 information. The resource indicating executing 

function operates to perform the necessary settings to 
the hardware 5524 etc. on the basis of the indication, 



m for example, the setting of the information to the 

upward and the downward pattern matching tables (13342, 



15 133D2) . By performing the foregoing process with 
]^ . respect to all the communication nodes leading from (X) 

0 to (Y) , it is possible to realize on the administration 

policy or the like the service in which "between the ES 
14 (noted as X) and the ES 14 (noted as Y) , a bandwidth 
20 (Z) is secured between the start time (V) and the end 
time (W) . The bandwidth to be secured is applied to 
the IP packet flow (F) . 



[Description on the embodiment of reserving and 
executing the QoS-guaranteed type multi-point video 
25 conference service] 

Then, the embodiment will be described with 
an example of a process of reserving the QoS-guaranteed 



type multi-point video conference. This is an example 
of the service to be carried out in combination of the 
QoS-guaranteed path setting and the data processing 
function* A convenor (X) enters into the service 
5 request distributing function 521 of the service 
managing function 52 the request in which "between 
three ES's 14 (noted as X, Y and Z) , a video conference 
on video quality (Q) is held between the start time (V) 
and the end time (W)". The request is transferred to 
10 the service managing function 523 corresponding to the 
request . 

The service managing function 523 operates to 
determine whether or not the convenor (X) can issue the 
request on the basis of the qualification information 

15 of (X) and the reservation accepting policy information 
obtained by accessing the UDB 518 and the PDB 519. 
Further, the request condition of "the video conference 
on the video quality (Q) " is broken into the request 
information of the network resource to be secured, that 

20 is, "data processing software (S) for mixing pieces of 
the moving picture information from multi points and 
converting them into one piece of moving picture 
information", "computing resource (CPU performance, 
memory amount and so forth) required to execute the 

25 software (S) " , and three "requests for setting the QoS- 
guaranteed paths (between X and S, Y and S and Z and 
S) • 

Herein, the "request for setting the QoS- 
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guaranteed path" will be described in detail. This is 
a request in which "between X and S, a bandwidth (Z) is 
secured between the start time (V) and the end time 
(W) . The secured bandwidth is applied to the IP packet 
flow (F) corresponding to the video conference 
application". Since the position of (S) is optimally 
selected by the reserved system resource managing 
function 531, at this stage, it is not set up. In 
addition, the amount of the bandwidth (Z) is determined 
by the video quality (Q) , the video conference 
application, and the coding rules used by the data 
processing software (S) . Hereafter, the information of 
the request for the network resource to be secured is 
completed and then the request information is 
transmitted to the reserved system resource managing 
function 531. 

The process of the reserved system resource 
managing function 531 is the same as [the description 
on the embodiment of reserving and setting the QoS- 
guaranteed path] except the following points. (1) The 
SRDB 5315 includes the information such as ("the data 
processing software (S) for mixing pieces of moving 
picture information from the multi points and 
converting them into one piece of common moving picture 
information and the computing resource information 
required for executing the software (S) (including the 
number of the communication node 13, the number of the 
service processing unit 132 or the external service 
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processing unit 134, an allocated CPU performance 
value, an allocated memory amount, and so forth) in 
addition to (the number of the communication node 13, 
the number of the transfer processing unit 133, the 
5 start time (V), the end time (W) , the bandwidth (Z) , 
the IP packet flow (F) ID information) , Likewise, the 
CDB 51B and the current & future resource information 
managing function 51C have the same kind of information 
as the SRDB 5315, The CDB 51B stores the component 
q 10 information of the network resource and the future 

-if* 

using plan (such as an available time interval) planned 
by a administration manager. 

The current & future resource information 
managing function 51C operates to enter the content of 
15 the CDB 51B, the resource using status information 
periodically reported from the resource report 
executing function 5522 and the communication node 
managing information relaying function 5512 of each 
communication node control function 55, and the 
20 information from the line managing function 516. This 
makes it possible to respond the network resource 
element information passed from the current to the 
future to the inquiry given through the line 604. The 
network resource element information includes a data 
25 processing software (S) service processing unit 132 to 
be used by each communication node, a CPU performance 
value of the external service processing unit 134, a 
memory amount, and so forth. 
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The reserved system resource managing 
function 531 operates to enter the foregoing 
information and then select the execution position (the 
service processing unit 132 and the external -service 
5 processing unit 134 of a certain communication node) 
candidate of "the data processing software (S) of 
mixing pieces of moving picture information from the 
multi points and converting them into one piece of 
common moving picture information", and convert the 
10 candidate into three "requests for setting the QoS- 
guaranteed path" (between X and S, Y and S and Z and 
J; S) * Then, the function 531 performs the same process 

fjj as that of the foregoing [description on the embodiment 

where the QoS-guaranteed path is reserved and set] . Of 
jyj 15 all the candidates, the resource to be allocated is 

™ determined on the basis of the administration policy in 

% which the value of the PDB 519, for example, the 

candidate in which the smallest number of communication 
nodes are provided is selected. Or, the candidate to 
20 be selected is that the availability of the bandwidth 
of the using line or the resources of the service 
processing unit 132 and the external service processing 
unit 134 are averaged. 

The reserved resource registering function 
25 5314 operates to register in the SRDB the allocated 

information (including the number of the communication 
node 13, the number of the transfer processing unit 
133, the start time (V), the end time (W) , the 
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bandwidth (Z) , and the IP packet flow (F) ID) and the 
information including (the data processing software (S) 
for mixing pieces of the moving picture information 
from the multi points and converting them into one 
piece of common moving picture information and the 
computing resource information required for executing 
the software (S) (including the number of the 
communication node 13, the number of the service 
processing unit 132 or the external service processing 
unit 134, the allocated CPU performance value, the 
allocated memory amount, and so forth) . 

The reserved resource dispatch function 5341 
operates to make access to the SRDB 5315 and enter the 
corresponding information to the network resource 
element reaching the start time of use and then request 
the communication node distributing function 5344 to 
transmit the information to the corresponding 
communication node control function 55. Further, the 
function 5341 is also served to notify the software 
downloading function 5343 of the information including 
"the data processing software (S) for mixing pieces of 
moving picture information from the multi points and 
converting them into one piece of common moving picture 
information and the computing resource information 
required for executing the software (S) (including the 
number of the communication node 13, the number of the 
service processing unit 132 or the external service 
processing unit 134, the allocated CPU performance 
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value, the allocated memory amount, and so forth)" and 
then entrust the downloading function 5343 to download 
the software (s) . 

The software downloading function 5343 
5 operates to obtain the software (S) from the SDB 603 
and notify the communication node distributing function 
5344 of the information composed of "the data 
processing software (S) for mixing pieces of moving 
picture information from multi points and converting 

p 10 them into one piece of common moving picture 

. 

41 information and the computing resource information 

; i 

I! required for executing the software (S) (including the 

H number of the communication node 13, the number of the 

'7 service processing unit 132 or the external service 

15 processing unit 134, an allocated CPU performance 

value, an allocated memory amount, and so forth)'' and 
then to request the function 5344 to transmit the 
information to the concerned communication node* The 
distributing function 5344 operates to transmit the 
20 indication information required for the QoS-guaranteed 
type multi-point video conference service to the 
resource indication relaying function 5514 included in 
the communication node control function in response to 
the request given from the software downloading 
25 function 5343. 

Likewise, the reserved resource dispatch 
function 5341 operates to make access to the SRDB 5315, 
enter the corresponding information to the network 



resource element reaching the end time of use, anci 
request the communication node distributing function 
5344 to transmit the information to the corresponding 
communication node control function 55. In response, 
5 the distributing function 5344 operates to transmit the 
QoS-guaranteed path release, the data processing 
software (S), and the indication information required 
for releasing the computing resource release required 
for executing the software (S) to the resource 

10 indication relaying function 5514 included in the 
communication node control function. The resource 
indication relaying function 5514 of the communication 
node control function operates to notify the resource 
indication executing function 5523 of the indication 

15 information. The resource indication executing 

function operates to execute the necessary settings of 
the hardware and the like in response to the 
indication. The transfer of the software (S) from the 
resource indication executing function 5523 to the 

20 service processing unit 132 or the external service 
processing unit 134 has been already described. 

As described above, by reserving, setting and 
starting, or releasing three components of "the request 
for setting the QoS-guaranteed path", "the data 

25 processing software (S) for mixing pieces of moving 
picture information from the multi points and 
converting them into one piece of common moving picture 
information", and M the computing resource (the CPU 
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performance, the memory amount, and so forth) " between 
the X and the S, the Y and the S, and the Z and the S 
over all the network, it is possible to dynamically 
provide the service in which among three ES's 14 (noted 
5 as X, Y and Z) , between the start time (V) and the end 
time (W) , the video conference with the video quality 
(Q) is held by a convenor (X)*" as well as perform the 
optimal resource management (such as reserving of the 
QoS-guaranteed path and the video conference supporting 
10 function) based on the administration policy in 

response to this type of service request required to 
have different kinds of resources of the communication 
H and the data processing* 



[Description on the embodiment in which the prompt 

15 setting of the QoS-guaranteed path] 

Fig. 30 shows an arrangement of the prompt 
system resource managing function 532, The prompt 
system resource managing function 532 is arranged to 
have an availability determining function 5321, a 

20 domain border determining function 5322, a prompt 
system resource reserving function 5323, a prompt 
resource registering function 5324, and an ORDB (On- 
demand Resources Database) 5325 accessed by the 
function 5324. 

25 In the following, as an example, the process 

of promptly setting or releasing the QoS-guaranteed 
path will be described. In the prompt system resource 
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managing function 532 operates to accept the network 
resource prompt request from the communication node 
control function 55, the ES application function 54, 
and the service managing function 52 through the lines 
L532A, 58 and 62B and to determine if the request 
source enables to issue the request by accessing the 
UDB 518 and the PDB 519 on the basis of the 
qualification information of the request source (user) 
and the reservation accepting policy information* 
Herein, the network resource prompt request is, for 
example, reserving of a bandwidth (Z) between the ES 14 
(noted as X} and the ES 14 (noted as Y) . 

It is a request of xx applying the bandwidth to 
be secured into the IP packet flow (F)". Then, the 
domain border determining function 5322 operates to 
determine if the network resource belonging to another 
domain exists in the requested network resource on the 
basis of the in-domain/ inter-domain network 
configuration information from the current & future 
resource information managing information 51C. If yes, 
the function 5322 operates to request the inter- 
organization arbitrating function 535 to reserve the 
inter-domain network resource. For example, this is 
the case in which between the ES 14 (noted as X) and 
the ES 14 (noted as Y) , (Y) belongs to another network 
domain, " 

Then, (A) the prompt system resource 
reserving function 5323 operates to break the prompt 
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request for the network resource into a set of "network 
resource elements" and convert the set into a prompt 
request for each "network resource element" on the 
basis of the in-domain network configuration - 
5 information from the current & future resource 
information managing function 51C. 

(B) The prompt system resource reserving 
function 5323 operates to enter the using information 
of the corresponding network resource element in the 

10 ORDB (On-demand Resources DB) 5325 at each request of 
"reserving the network resource element"* Further, the 
reserving function 5323 operates to enter the using 
information of the corresponding network resource 
element in the ORDB (On-demand Resources DB) 5325, and 

15 access the communication UDB 518 and the PDB 519 of the 
network resource 5313, and then enter the qualification 
information of the request source (user) and the 
network resource allocation & reservation policy 
information. Based on these informations, it is 

20 determined whether or not the prompt allocation of the 
resource element is enabled (for example, whether or 
not the requested bandwidth amount can be secured at 
this time as to one line leading from the requested 
communication node to the next communication node) . 

25 (C) If not secured, the network resource 

element to be replaced therewith is entered from the 
ORDB 5325 and then the function (B) is executed. 

(D) If it is determined to promptly secure 
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all the "network resource elements" composing the 
prompt request for the network resource, the prompt 
allocation is successful. The prompt resource 
registering function 5324 operates to register in the 
ORDB 5325 the corresponding information (including the 
number of the communication node 13, the number of the 
transfer processing unit 133, the bandwidth (Z), and 
the IP packet flow (F) ID information) corresponding to 
all the "network resource elements" and then notify the 
prompt resource dispatch function 5342 of Fig. 29 of 
the prompt setting request and complete the prompt 
allocation. The prompt resource dispatch function 5342 
operates to access the ORDB 5325 and enter the 
corresponding information to the network resource 
element to which the prompt setting request is noticed. 
Then, the function 5342 operates to request the 
communication node distributing function 534 4 to 
transmit the information to the corresponding 
communication node control function 55. 

The distributing function 5344 operates to 
transmit the indication information required for 
setting the QoS-guaranteed path to the resource 
indication relaying function 5514 of the communication 
node control function in response to the request. 

The relaying function 5514 operates to notify 
the resource indication executing function 5523 of the 
indication information. In response, the resource 
indication executing function operates to perform the 
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settings to the necessary hardware 5524 such as setting 
of information to the upward and the downward pattern 
matching tables (13342, 133D2) . 

By performing the foregoing process as to all 
5 the communication nodes leading from (X) to (Y) , it is 
possible to realize the service in which "between the 
ES 14 (noted as X) and the ES 14 (noted as Y) , the 
bandwidth (Z) is secured* The secured bandwidth is 
applied to the IP packet flow (F)" on the basis of the 

10 administration policy. 

Like the "prompt release of the QoS- 
guaranteed path", when the request in which "the 
bandwidth (Z) secured between the ES 14 (noted as X) 
and the ES 14 (noted as Y) is released" is entered into 

15 the availability determining function 5321, the 

analogous process to the prompt setting of the QoS- 
guaranteed path is executed. Then, the corresponding 
information (the number of the communication node 13, 
the number of the transfer processing unit 133, the 

20 bandwidth (Z) , the IP packet flow (F) ID information, 

and so forth) to all the "network resource elements" in 
use is entered into the ORDB 5325. Then, the prompt 
release request is notified to the prompt resource 
dispatch function 5342. Further, the corresponding 

25 information (the number of the communication node 13, 
the number of the transfer processing unit 133, the 
bandwidth (Z) , the IP packet flow (F) ID information, 
and so forth) to all the "network resource elements" in 
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use is deleted from the ORDB 5325. The subsequent 
prompt releasing process in the communication node 13 
is the same as the process of the reserved system 
resource management. Hence, it is left out. 
5 Hereafter, like the reserved system, as to 

the function of setting the prompt system QoS- 
guaranteed path, the service is realized on the 
administration policy and the like. 

[Description on the embodiment in which the QoS- 

10 guaranteed type multi-point video conference service is 
promptly executed] 

Next, the description will be oriented to the 
embodiment in which the QoS-guaranteed multi-point 
video conference is promptly executed as an example of 

15 the prompt service in the combination of the QoS- 
guaranteed path setting and the data processing 
function. It is obvious from the foregoing description 
that when the convenor (X) enters in the service 
request distributing function 521 of the service 

20 managing function 52 the request in which "among the 
three ES's 14 (noted as X, Y and Z) , the video 
conference with the video quality (A) is held by the 
convenor (X)", the analogous process to the foregoing 
reserved system is carried out, the request is notified 

25 to the prompt system resource managing function 532, 
and finally the service is promptly provided. 
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[Description on the embodiment of the function of 
reserving a network resource over the organizations] 
Fig. 31 shows an arrangement of the inter- 
organization arbitrating function 535. The inter- 
organization arbitrating function 535 is arranged to 
have a border resource managing function 5351, a SBRDB 
(Scheduled Boarder Resources Database) 5352 and an 
OBRDB (On-demand Boarder Resources Database) 5353 
accessed by the function 5351, a reserved system border 
resource arbitrating function 5354, and a prompt system 
border resource arbitrating function 5355. 

Fig. 31 shows the processing sequence of the 
inter-organization arbitrating function 535. The 
function will be described in detail with an example of 
the reserved system border resource arbitrating 
function 5354. In the portion denoted by 90, three 
communication lines L13 are located between two network 
domains 10. As denoted by 91, the reserved system 
border resource arbitrating function 5354 of each 
network domain 10 negotiates with the counterpart. The 
reserved system border resource arbitrating function 
5345 that has accepted the request for setting the QoS- 
guaranteed path to the ES 14 (Y) operates to enter 
three available lines L13 A, B and C between the 
network domain 10 to which (Y) belongs and the local 
network domain 10 by accessing the SBRDB 5352. 

The SBRDB is created from the information 
sent from the PDB 519 of the system administration 
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management and the current & future resource 
information managing function 51C by the border 
resource managing function 5351. In the process (1) of 
the portion 91, the reserved system border resource 
5 arbitrating function 5345 operates to create the list 
of all the border resources with the priority of the 
local domain. As a result, C > B > A is given in the 
sequence of higher allocation priority. In the process 
(2), this information is exchanged. The relation of A 

10 > C > B is sent from the reserved system border 

resource arbitrating function 5345 of another network 
domain. The sequence between the arbitrating function 
5345 of another network domain and the domain border 
determining function 5312 is left out. In the process 

15 (3) , the weighted path common list is created from the 
information to be exchanged with each other. That is, 
the points of 3, 2 and 1 are allocated in the sequence 
of higher priority and the sum of both is calculated. 
In this embodiment, A = 4, B = 3 and C = 5 are given 

20 and C > A > B is the result of the process (3) . In the 
processes (4) and (5), it is determined if the QoS- 
guaranteed path in the network domain can be set to the 
reserved system resource reserving function 5313 when 
C, A and B are used. If yes, the priority sequence is 

25 required. In the process (6), the reserved system 

resource reserving function 5313 operates to give back 
the result to the request (5). In the process (7), the 
reserved system border resource arbitrating functions 
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5345 of both network domains operate to exchange their 
lists with each other. In the process (8), the final 
result (B) can be obtained and then notified to the 
reserved system resource reserving function 5-313. The 
foregoing process makes it possible to set the QoS- 
guaranteed path over plural organizations. This holds 
true to the prompt system. The process of the prompt 
system may be easily analogized from the foregoing 
description. 

INDUSTRIAL APPLICABILITY 

As described above, the present invention 
makes it possible to reduce the administration cost, 
the performance and the service level on the 
communication network. 

More concretely, 

(1) A router (called a communication node) 
having means of processing data may be provided so that 
the fire-wall function and the coding rule conversion 
of the moving picture information in real time can be 
executed in the communication node. Conventionally, it 
has been realized by another server device. If the 
server device to be used with the QoS-guaranteed 
communication path connecting one end with another end 
is located in a different location, the optimal 
communication path cannot be used. The present 
invention provides a function realized by the server 
device on the communication node located on the QoS- 
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guaranteed communication path, thereby reducing the 
administration cost and improving the performance. 

(2) The programmable network according to the 
invention makes it possible to quickly provide the new 
service, thereby reducing the administration cost and 
improving the service level. 

(3) The QoS-guaranteed communication path can 
be set between the ends on the basis of the 
administration policy- As to the setting, the reserved 
type setting with the using time interval specified and 
the prompt type setting for promptly responding to the 
setting request are both made possible, thereby 
reducing the administration cost and improving the 

service level. 

(4) The present invention enables to set the 
QoS-guaranteed communication path over plural managing 
organizations (domains), thereby improving the 
flexibility of administration and the service level. 

(5) The present invention makes it possible 
to optimally manage the resources (for example, secure 
the QoS-guaranteed path and the video conference 
supporting function) in response to the service request 
for requiring different kinds of resources of the data 
processing and the communication like the QoS- 
guaranteed type video conference service. 



CLAIMS 

!♦ A network system connected with a plurality 

of network domains, each of said domains configured of 
a communication node that enables to transfer an IP 
packet and process data, a network management system, a 
control server, and a plurality of end systems, 
characterized in that: 

said end system located in any one of said 
network domains operates to transmit to said 
communication node a communication request in which the 
communication quality is guaranteed to another network 
domain, said communication node having received said 
communication request operates to request a request for 
setting a communication path between said network 
domains to said network management system, said network 
management system operates to determine if a network 
resource exists in said another network domain 
corresponding to the request for setting the 
communication path, if yes, arbitrate said local 
network with said another network domain, and set the 
communication path in which the communication quality 
is guaranteed over both of said network domains* 
2. A network system as claimed in claim 1, 

wherein said network management system having received 
the communication request in which the communication 
quality is guaranteed to said another network domain by 
said communication node operates to determine if a 
network resource exists in said another network domain 



in response to said communication request, based on the 
qualification information of a request source having 
issued said communication request and a network 
resource allocating policy. 
53. A network system as claimed in claim 2, 

wherein said network management system includes means 
of downloading control software required for processing 
data, said control software to be transferred through 
said communication path set by said communication 
10 request and may provide a multi-point video conference 
service on said communication path in which the 
communication quality is guaranteed. 

4, A network system as claimed in claim 2, 
wherein if the communication request from said 

15 communication node indicates reservation of a network 
resource between said network domains, said network 
management system operates to break the network 
resource request received from said communication node 
into a set of network resource elements, convert said 

20 request into a set of request for reserving each 
network resource element, enter the reserving 
information of the corresponding network resource 
element for each converted reserving request, and 
determine if said network resource element can be 

25 reserved on the basis of the qualification information 
of a request source having issued said reserving 
request and network resource allocating information. 

5. A network system as claimed in claim 5, 
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wherein the determination as to whether or not said 
reservation is enabled is carried out by determining if 
a requested bandwidth can be secured in a required 
timing as to one line leading from the requested 
communication node to the next communication node on 
the communication path. 

6 - A network system as claimed in claim 4, 

wherein said reserving request is composed of two types 
of requests, the request for reservedly setting a 
communication path in which the communication quality 
is guaranteed and the other request for promptly 
setting said communication path. 
7 * In a network system connected with a 

plurality of network domains, each of said domains 
configured of a communication node that enables to 
transfer an IP packet and process data, a network 
management system, a control server and a plurality of 
end systems, said communication node characterized by 
including means of matching patterns of packet headers, 
means of transferring said packet to another 
communication node, and means of processing data of 
said received packet. 
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Declaration and Power of Attorney For Patent Application 
Japanese Language Declaration 



0* 



TiB©E£©^9i^<i;LT\ &&&T<0iI'3iWl/£*fo As a below named inventor, i hereby declare that: 



fAH$i> S^^TfHcofAcDK^co^^fEfc^tlfc My residence, post office address and citizenship are as stated 
I D Tto next to my name. 



Tm^n^m^zmvxm^mmizmm^n. &&mmv 



I believe I am the original, first and sole inventor (if only one 
name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention entitled 



NETWORK SYSTEM AND COMMUNICATION NODE 



The specification of which is attached hereto unless the following 
Box is checked: 

Q was filed on February 24, 2000 

as United States Application Number or 
PCT International Application Number 
PCT/JP00/01066 and was amended on 
(if applicable). 

Q was filed on August 23, 2001 

as United States Application Number or 
PCT International Application Number 

09/914209 and was amended on 
(if applicable). 



m^mMvxv^z.t^cc\zmmh^ 0 



I hereby state that I have reviewed and understand the contents 
of the above identified specification, including the claims, as 
amended by any amendment referred to above. 



mnmmmmm 37111^56 mzjtmznz t& 
art. 



! acknowledge the duty to disclose information which is material 
to patentability as defined in Title 37, Code of Federal 
Regulations, Section 1 .56. 
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Japanese Language Declaration 



mz+ *sfe*S3 sm 1 9* (a) - «i) mx\t3 6 5^ 

UTvi5»»tt**»3 6 5 (a) IfcStXlilKttUB* x\m 



Prior Foreign Application (s) 

11-047596 

(Number) 
(#^) 

(Number) 
(#^) 



Japan 



(Country) 



(Country) 
(H£) 



fm, MS 51BR[1&*1 19^(e) ^fc^TTIBO^i 



I hereby claim foreign priority under Title 35, United States Code, 
Section 119 (a)-(d) or 365(b) of any foreign applications) for 
patent or inventor's certificate, or 365(a) of any PCT international 
application which designated at least one country other than the 
United States, fisted below and have also identified below, by 
checking the box, any foreign application for patent or inventor's 
certificate, or PCT International application having a filing date 
before that of the application on which priority is claimed. 

Priority Not Claimed 

25/Februarv/1 999 



(Day/Month/Year Filed) 



(Day/Month/Year Filed) 



□ 



n 



I hereby claim the benefit under Title 35, United States Code, 
Section 119(e) of any United States provisional application (s) 
listed below. 



(Application No.) 



(Filing Date) 

(mmu) 



m*> T!S©*ESs*S!3 511 2 O^ta^TTlB©*© 

M3 6 5^ (c) \zm-f<mm&zc\zMmh$tfr 9 * 

mmmo n^mp%tt\mm&j]*kmmmm 0 &x<omm 
ftftftM#®Gmtem?zAmtemffizr>^xmmmm&& 



(Application No.) 

(ffi^#^) 



(Filing Date) 



(Application No.) 



(Filing Date) 



-?< &Mft±xMmx&&£mvx^% z: £ 6 iz&Mlztz 

ii oo l^tsft, fi&sfcfcafir^ %h<\t^r<om^z 
^vmrn^nzzt, ^rvx^r<o^o^«LM\z^A»<opm 



(Application No.) 

(m§i#^) 



(Filing Date) 



I hereby claim the benefit under Title 35, United States Code, 
Section 120 of any United States application(s), or 365(c) of 
any PCT international application designating the United 
States, listed below and, insofar as the subject matter of each 
of the claims of this application is not disclosed in the prior 
United States or PCT International application in the manner 
provided by the first paragraph of Title 35, United States Code 
Section 112, I acknowledge the duty to disclose information 
which is material to patentability as defined in Title 37, Code of 
Federal Regulations, Section 1.56 which became available 
between the filing date of the prior application and the national 
or PCT international filing date of application. 

(Status: Patented, Pending, Abandoned) 

mu : mnffwm, mm*, mm 

(Status: Patented, Pending, Abandoned) 

mu : mm*, nmrn) 

I hereby declare that all statements made herein of my own 
knowledge are true and that all statements made on 
information and belief are believed to be true; and further 
that these statements were made with the knowledge that 
willful false statements and the like so made are punishable 
by fine or imprisonment, or both, under Section 1001 of Title 
18 of the United States Code and that such willful false 
statements may jeopardize the validity of the application or 
any patent issued thereon. 
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Japanese Language Declaration 

(B*IIfl) 



POWER OF ATTORNEY: As a named inventor, I hereby 



appoint the following attorney(s) and/or agent(s) to prosecute this 
application and transact all business in the Patent and 
Trademark Office connected therewith (list name and registration 
number) 



Donald R. Antonelli, Reg. No. 20,296; David T. Terry, Reg. No. 
20,178; Melvin Kraus, Reg. No. 22,466; William I. Solomon, 
Reg. No. 28,565; Gregory E. Montone, Reg. No. 28,141; 
Ronald J. Shore, Reg. No. 28,577; Donald E. Stout, Reg. No. 
26,422; Alan E. Schiavelii, Reg. No. 32,087; James N. Dresser, 
Reg. No. 22,973 and Carl I. Brundidge, Reg. No. 29,621 



Send Correspondence to: 
Antonelli, Terry, Stout & Kraus, LLP 
Suite 1800 

1 300 North Seventeenth Street 
Arlington, Virginia 22209 



S^fltlS]^^ : (Bc^&tXiliSlW) Direct Telephone Calls to: {name and telephone number) 

Telephone: (703) 31 2-6600 
Fax:(703)312-6666 





DO 


Full name of sole or first inventor 
Osamu TAKADA 








Inventor's signature Date 
(SoJk^t^^ Y^y^<^Ch iW. 7, ZOO/ 


\m 






Residence ^ 
^awaaakUapan TjfPji^j 


pfl Citizenship 

Japan 








Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 100-8220, Japan 


ct) 


nmizz>\,*xhmmzw&Vsm%ttz> 


(Supply similar information and signature for second and 
subsequent joint inventors.) 
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mm 








Full name of second joint inventor, if any 

Nanva 1KFDA 




mmm 








Second inventor's signature Date _ , n 












Residence/ ~-</~\t ) 
... FJaij^Japan^-^/^V^ — 


gfl Citizenship 

Japan 












Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 100-8220, Japan 




mm 








Full name of third joint inventor, if any 
Itaru MIMURA 




mmm 




a# 




Third inventors signature^* Date ^ 


im 










Residence ^fT^ V J 
KokubunzL_JapanC/ / — 


HH Citizenship 

Japan 












Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 1 00-8220, Japan 




mm 








Full name of fourth joint inventor, if any 




mmo% 


i« 






Fourth inventor's signature Date 

^LvuUv faciei Dec .7, x*>\ 












Residence —-"/^j j 
Yokohama, Japan ( / f^tr"^ 


gfg Citizenship 

Japan 












Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 1 00-8220, Japan 




mm 








Full name of fifth joint inventor, if any 
_Iakastu .nishikado- 




-mmo^ 


i* 






Fifth inventor's signature Date 
CzXuJ. • h<££4.d. Dor • a 2m/ _ 


&m 










Residence —f^t\ ) 
Kawasaki. Japan C^vW^-' 


mm 










Citizenship 
Japan 












Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 1 00-8220, Japan 












{Supply similar information and signature for sixth and 
subsequent joint inventors.) 
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mo 


Full name of sixth joint inventor, if any 
Shiaeru MIYAKE 








Sixth inventor^s-sieRalure * Date ^ ,* 


\m 






Residapffie *~^7\tL ^ 
KawaCaki. JaparC J/^F 


Sill Citizenship 

Japan 


mmm 






Post Office Address 

c/o Hitachi, Ltd., Intellectual Property Group 
New Marunouchi Bldg. 5-1, Marunouchi 1-chome, 
Chiyoda-ku, Tokyo 100-8220, Japan 



^-fc^lRl^§EP!# Full name of seventh joint inventor, if any 



Seventh inventor's signature Date 



Residence 



Citizenship 



Post Office Address 







Full name of eighth joint inventor, if any 






Eighth inventor's signature Date 






Residence 




> 


Citizenship 



Post Office Address 



Full name of ninth joint inventor, if any 







Ninth inventor's signature 


Date 






Residence 




Hgr Citizenship 






Post Office Address 





{m-t&MO^m^m^lZ^>^XhW\m\zmmh, (Supply similar information and signature for tenth and 

ut) subsequent joint inventors.) 
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Please type a plus sign (+) inside thts box — >■ j ^ J 

« ' * Approved 
lti . „ „ ^„ . Patent and TrademartcCXft 

Under the Papecwxfr Reduction to o( 1 995, no persons are required to respond toacottecfoo of infonnatton 



PTQ/S8/t22 (it-96) 
/ck» rum . ' 



r 




5 CHANGE OF * 
CORRESPONDENCE ADDRESS 

Application 

Address to: 

Assistant Commissioner for Patents 
Washington, DXX 20231 



Application Number 



Filing Oate 



Rrst Named Inventor 



Group Art Unit 
Examiner Name 



Attorney Docket Number 



August 23, 2001 



Osamu TAKADA 



500, 40548X00 



Please change the Correspondence Address for the above-identified application 
to: 



F*vl Customer Number 



020457 



Type Customer Number here 



OR 




020457 

WENT TRADEMARK OfTlCC . 



□ 



Firm or 
Individual Name 



Address 



Address 



State 



ZIP 



C#ntry 



Telephone 



Fax 



5fus form cannot be used to change the data associated with a Customer Number. To 
ihange the data associated with an existing Customer Number use "Request for Customer 
Number Data Change" (PTO/SB/124). 



Ifll am the : 

m D 
□ 



Applicant, 

Assignee of record of the entire interest 
Certificate under 37 CFR 3.73(b) is enclosed. 

Attorney or agent of record . 



Typed or 
Printed Name 



Oate 



William I. Solomon 



Registration NO, £8 565 




August 23, 200.1 



6«d«iH<x*r statement This toon (s estimated to take OJ2 hours to comptete. W vofl vacy dcpeocftog cpoa the nee<fc o( tho ktfbAduat case Any 
comments on the amount of fime ywi are tested to comptete this toon cWd be sent to the Chief totoonaOon OtT^P^J^J^^Z^^nmcJ 



